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DVD Ripping and Decryption Guide: A FairUseTube Primer

In a welcome ruling to vidders and amateur remixers everywhere, the Library of Congress
recently made an exception to the prohibition in the DMCA (Digital Millennium Copyright Act)
which made it illegal to break the copy-protection on DVDs. It is now completely legal do
decrypt DVDs and rip them to your computer for the purpose of using footage from motion
pictures in noncommercial remix videos (a practice commonly called "vidding"). Vidding
includes things like Anime Music Videos (AMVs) and other similar types of music videos
common on YouTube, which the Library of Congress strongly implied in its ruling constitute fair
use. Prior to the ruling, it would have been illegal to break the copy-protection on DVDs and rip
them to your computer, even for purposes which are otherwise fair use under US copyright law.

In celebration of this ruling, this site now offers the following guide on how to decrypt DVDs, rip
them to your computer, and convert the footage into a format which you can import into
common video editing software for purposes of noncommercial remix.

Note: This guide is only for Windows users. For Mac users, the best program to use for both
decryption and conversion is Handbrake .

Before You Get Started

You will need the following freely available software:

1. DVD Decrypter - This program decrypts the most common form of DVD copy-protection*
(called CSS) and rips the DVD to your computer as a single VOB file. Because of the vaugeries
of US copyright law, it is now legal to use the program to rip DVDs for noncommercial remix
purposes, but it is not actually legal to distribute or host the software itself on a US-based
website. However, you can download the program from a British website
HERE.

2. AVidemux - Available for download HERE . This is the best and easiest to use program |
have found for converting DVD format video into AVI files, which can then be imported into most
types of video editing software.

*Note: While DVD Decrypter will successfully decrypt 90% of the commercial DVDs out there,
there are some DVDs it will not work with. In addition to the regular type of CSS encryption,
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some more high profile movies will also use fake bad disc sectors (essentially deliberately
inserted disc errors) which will thwart DVD Decrypter and cause it to crash with a disc-read
error. Though there may be others, the only program | have found that will successfully rip those
kinds of DVDs is the commercial program DVDFab , which is not free and you will have
to pay to purchase it.

Step 1: Decrypting and Ripping the DVD

1. Install DVD Decrypter and insert the DVD you want to rip into your DVD drive.
2. Run DVD Decrypter and click OK on the box that pops up alerting you about region
coding. It should then bring you to a screen that looks like this:

.-'-Il 3 Decry
File

View Mode Tools Help Eile Edit Tools

,9 16:37:34 Media Center Editi
"§ 16:37:34 Initialising SPTL...

Source TSSTeorp DVD+-RW TS-L632H D400 (ATA)

& [0:0:0] TSSTeorp DVD+RW TS4632H () + | CurrentProfile: DVD-ROM

L E Disc Information:
Label: THE_MATRIX_REVOLUTIONS D1 Status: Complete

Region: 1 - RCE Protection: Yes Erasable: MNo

) X Cessions: 1
Copyright Protection System Type:  CSS/CPPM Sectors: 3,518,388

Size: 7,205,658,624 bytes E
Destination Time: 781:53:63 (MM:S5:FF)

=) H:\THE_MATRIX_REVOLUTIONS D1.I50
=9 R:HE = - = Physical Format Information (Last Recorded):

Capadty: 976,759,804KB Bock Type: DVD-ROM

Free Space: 327,230,632 KB Part Version: 1

Disc Size: 120mim

Maxamum Read Rate: 10.08Mbps
Number of Layers: 2

- Track Path; Opposite Track Path (OTF)
D gl Linear Density: 0,293 um/bit
DVD Track Density: 0. 74 um/track

iA) 16:37:34 Searching for SCS
1A) 16:37:37 Found 1 DVD-ROM
M\ 16:37:38 Possible Structure
AN 16:37:38 1 area has besn m
A 16:37:38 Dummy sectors vl
S 15:37:38 Possible RCE Prote
/Y 16:37:38 Media region code

Ay 16:38: 28 User selected Reg
—_—

3. We need to make sure your options are set correctly. Go to Tools > Settings and click
on the
"IFO Mode
" tab. The following options should be checked. The most important are that
file splitting
is setto”
none

Select Main Movie PGC

" is checked, and that it is set to
remove both RC and RCE protection
. After setting those options, click

OK
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O | Device | Regstty | Sounds | StreamProcessing | Events
General | FileMode | IFOMode | ISOReadMode | ISO Write Mode | CSS

On Startup Create Additional Files
[V] select Main Movie PGC V| stream Information
(V| Enable Stream Processing | cell Information - CCE
| Chapter Information - BSPlayer
Options || Chapter Information - CCE
File Splitting: | Chapter Information - DVDLab
| Chapter Information - DVDMaestro
\¥| Copy IFO File | Chapter Information - IfoEdit
V| Remove RC Protection | Chapter Information - LBA
V| Remove RCE Protection | Chapter Information - OGG
| Remove PUOSs | Chapter Information - Scenarist
" |Remove VOB PUOs | vob ID Information - DoltFast4y!
V| Patch M2V Timecode (00:00:00:00)

File Names
] Indude PGC Number
| Indude Angle Number
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) DVD Decrypt = - X

File Edit View Mode Tools Help

Source Input iStfeam Processing|
@ [0:0:0] TSSTcorp DVD+RW TSL632H(D:) -
e =J-VTS_01
Label: THE_MATRIX_REVOLUTIONS_D1 +~PGC 1[02:09:06]
Region: 1 - RCE Protection: Yes ~~PGC 2 [00:00:19]
Copyright Protection System Type: CSS/CPPM -~ PGC 3 [00:00:32]
- -PGC 4 [00:00:02]
Destination +-VT5_02
& H:\...\VIDEO_TS\ v
Capacity: 976,759,804 KB [7] Chapeer 1 - | [¥] cait LW
| Free Space: 327,230,632KB V] Chapter 2 !
[V] Chapeer 3
|| Chapter 4
V]
V]

16 /30 fps

Ready 02:09:06

HEE I PTRRTEPUN AW R

5,987,258 KB

[ ov Dec

File Edit View Mode Tools Help

Source | Input [ Stream Processing ‘
&8 [0:0:0] TSSTcorp DVD+RW TS4632H([D:) + |
L E |¥] Enable Stream Processing

Label: THE_MATRIX_REVOLUTIONS_D1 (V] OxED - Video - 7202480 (NTSC) / 16:9 -
Region: 1 - RCE Protection: Yes i 080 - Audio - AC3 / 6ch / English r
Copyright Protection System Type: CSS/CPPM || o681 - Audio - AC3 | 6ch | Frangais | |

|| 020 - Subtitle - English - [SP 01: W] = !
Destination || 21 - Subtitle - Frangais - [SP 02: W] |
= H:\...\VIDEO_TS\ v [] 0x22 - Subtitle - Espafiol - [SP 03: W]

] 023 - Subtitle - English - [SP 01: L]
Capadty:  976,759,804KB 7] 024 - Subtitle - Frangais - [SP 02: L] M |
Free Space: 327,230,632KB Stream: OXED - Video

@ Direct Stream Copy () Demux () Raw

Map to: |OxED

Ready
Sy [

i g
tep 2: Convert

02:09:06.16 / 30 fps 5,987,258 KB

ORI AIVH (MG SN0 1B T S S sATRETEDT

S ORI DM N0 GRS S U

the Video File to 2
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Now that you have ripped the movie to a single VOB file, you need to convert it to something
your video editing software can work with. To do that, we will use Avidemux.

1. Run Avidemux, and drag and drop the VOB file into the main window. Click yes when it
asks if you want to index the file
(this is crucial or it won't work).

2. On the left side of the main screen, change the "Video" drop down box from "copy" to "M
PEG-4 ASP (Xvid)
"- (
Note: At the time | wrote this article, XVID was the standard video format most people used to
rip DVDs. Now, you might want to rip it in x264 format, also known as MP4-AVC.

)

3. Change the "Audio" drop down box to "MP3 (lame)."
4. The "Format" drop down should say "AVI." At this point everything should look like this:
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= VTS 01_1VOB -

80 28 f BeI=EE
Video

| MPEG-4 ASP (Nvid) -

| Configure

| | Fiters

sElaErl NN

Audio
|r~'P3 (larne) -

| | Configure

Shift:

Format
| a1 -

| Configure

J
QOO mEIEO OGO O
Frame: 290270 f 185912 Time: 01:02:45015  /02:09:14.087 Frame Type: [ (0B8]
T e S T T TS GG00n S
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|
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— Configuration; | <custom: = Save As [zl b
| MPEG-4 ASP (Xvid) - _ e
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[ Configure ] Motuon ] ame | Quantiser | Single Pass | Two Pass
Rate Control
[ Filters | _ _
Encoding Mode: | Constant Quantiser (Single Pass) -
Audio -
|J'4'F3- (lame) -
1 (High Quality) Quantiser: 31 (Low Quality)
i l Configure ] I—J 7
[ Filters |
i Pizoed Aspect Ratio
Shift: ki
@ Custom: i ¥ & |1
Format
Predefined Aspect Ratio: | 16: 15 (PAL 4:3
| (v -
As Input
[ Configure ]
Multithreading
Cesable
@ Auto-detect
Custom: |2

PR RENS NN

Frame: 30270 J 185312 Time: 01:02:45.015 [02:09:14.087 Frame Type: [ (03]
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-2 [WTS_()
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Video Filter Manager
Available Filters Active Filters
k| Transform Add black borders
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Ls] Crop

Left: 0 =
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A0 28 0 BT =EE
Video
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15 VTS 01_1VOB -
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MPEG-4 ASP (Xvid]) »
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Filters
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0 =& 3T EE
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Audio
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Filters
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Frame: 90270 /185912 Time: 01:02:45.015 J02:09:14.087 Frame Type: [ (0]

- Once you have converted your DVD to AVI format, Windows Media Player may not be
able to play the XVID format if the XVID codec is not installed. If you try to play the video in
Windows Media Player and you hear audio but only see black, that means the video codec isn't
installed. The best way to take care of this is to install the Combined Community Codec
Pack , which will allow
Windows Media Player to play pretty much every type of digital video format there is.
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- Some video editing programs, especially older versions of Sony Vegas, will not recognize
the XVID codec and won't let you import the video into your timeline. To fix this, you need to
trick the program into thinking the video is encoded with the similar DIVX codec by changing the
FourCC codes in the video's metadata. While this sounds complicated, it is actually extremely
simple to do. Just download AVI FourCC Code Changer , run the program, open your
final converted video file, and change both fields to "DIVX" (exactly like that, all caps with no
quotes). | know first-hand that trick works to get XVID videos to work with Sony Vegas Movie
Studio 8, though | don't know if any other programs have that issue.
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